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0. Prérequis

Prérequis (Avant l'installation)

Avant de lancer l'installation de Veeam Backup & Replication, assurez-vous que votre
machine ou machine virtuelle respecte les caractéristiques suivantes :

¢ Matériel (Minimum recommandé):

o Processeur (CPU): Architecture x86-64 (4 coeurs minimum
recommandés).

o Mémoire (RAM): 8 Go minimum (prévoir plus si vous lancez de
nombreuses tdches simultanées).

o Espace Disque : Aumoins 10 Go libres sur le disque systeme pour
l'installation de Veeam et le stockage des logs.

o Systéme d'exploitation (Logiciel):

o Windows Server 2016, 2019, 2022 ou 2025 (fortement recommandé pour
un environnement d'entreprise).

o Active Directory : Le serveurs ne doit pas étre membres de votre
domaine.

e Réseau:

o Adresse IP: Le serveur doitimpérativement avoir une adresse IP fixe
(statique).

o Nom d'héte : Définissez le nom définitif du serveur avant l'installation (ex:
SRV-VEEAM). Le modifier aprés l'installation peut corrompre la base de
données.
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l. Installation de Veeam

-Téléchargement : Rendez-vous sur le site de Veeam et téléchargez la derniére version
de Veeam Backup & Replication 13 (fichier .iso).

PRODUCT DOWNLOADS
Veeam Backup & Replication 13
Version :13.0.1.1071 &
; j Release Notes
Size:18.8 GB
‘ DOWNLOAD
January 6,2026

MDS5: £293..6bdd |l SHA-1: 477f..6458 |l  SHA-256: d68f..f38 |l

Veeam ONE 13

-Montage de l'image : Dans votre dossier Téléchargements, faites un clic droit sur le
fichier ISO télécharge et sélectionnez Monter.

1 —_—
+ Téléchargements X aF o &
| ¢« G C Q > Téléchargements Rechercher dans : Téléchargemer Q
® Nouveau % © @D ® W N Trier = Afficher ©5 Monter Graver aee (B pétails
£
| £ Accueil Nom Modifié le Type Taille
v Aujourd'hui
A Galerie y
[D VeeamBackup&Replication_13.0.1.1071_2...  23/02/2026 18:01 Fichier d'image di... 19685642 ...
| B © @D (G4 W
M Bureau of Couper Copier Renommer Partager Supprimer
Téléch: »
|‘ oo i ©5 Monter Entrée
5 Documents #
g Ouvrir avec >
i P9 Images »
[# Partager avec >
@ Musique  #
¥7 Ajouter aux Favoris
{ i3 Vidéos »
! ) Compresser vers... >
Copier en tant que chemin d’acces Ctrl+Maj+C
> [l CePC
i &2 Propriétés Alt+Entrée
> == Lecteurde CD ([
R7 Afficher d'autres d'options

> ¥ Réseau

'
1 élément 1 élément sélectionné 18,7 Go =
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-Confirmez 'avertissement de sécurité en cliquant sur Ouvrir.

ot e PSP S — A mrnar oeai_mannTar PR SRV Y

Fichier ouvert - Avertissement de sécurité X

Voulez-vous ouvrir ce fichier ?

Nom: ..s\VeeamBackup&Replication_13.0.1.1071_20251217.is0

Editeur: Editeur inconnu
Type: Fichier d'image disque
De: C\Users\Administrateur\Downloads\VeeamBackup&R...

@ Toujours demander avant d'ouvrir ce fichier

Les fichiers téléchargés depuis Internet peuvent étre utiles, mais ce type
de fichier présente un danger potentiel. N'exécutez ou n'enregistrez ce
programme que si vous étes sur de son origine. Quels sont les risques ?

-Lancement de l'installation : Ouvrez le lecteur virtuel qui vient d'apparaitre et double-
cliquez sur le fichier Setup.

| = (m] X

| Lecteur de DVD (E:) Veeam Ba X +
I €« 48 C (J > Lecteur de DVD (E)) Veeam Backup and Replication 13 > Rechercher dans : Lecteurde DV =~ Q
o I} ® N Trier = Aafficher (D Détails
PN
| Nom Modifié le Type Taille
@ Bureau » = Backup 17/12/2025 19:30 Dossier de fichiers
4 Téléchargem # Catalog Dossier de fichiers
EnterpriseManager Dossier de fichiers
5 Documents #
EULA Dossier de fichiers
P8 Images »
’ Explorers Dossier de fichiers
© Musique  # Packages 17/12/2025 19:30 Dossier de fichiers
i3 vidéos » Plugins 17/12/2025 19:31 Dossier de fichiers
Redistr 17/12/2025 19:31 Dossier de fichiers
> B CePC Setup 17/12/202519:31 Dossier de fichiers
17/12/2025 19:31 13 fichiers
| > == LecteurdeCD(l Tools 9:3 Dossier de fichier:
Updates 17/12/2025 19:31 Dossier de fichiers
> ¥ Réseau
autorun 17/12/2025 19:31 Informations de c... 1Ko
> ecteur de DVD —
| Setup 17/12/2025 19:31 Application 313 Ko
13 élément(s) 1 élément sélectionné 312 Ko =0
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-Ecran d'accueil : Cliquez sur le bouton principal INSTALL.

o2 Veeam Backup & Replication 13

-Choix du produit : Sélectionnez Install Veeam Backup & Replication.

28 Veeam Backup & Replication

Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

Veeam Backup Enterprise Manager is an optional web-based management and
reporting console for multiple backup servers.

Veeam Backup & Replication console is a Windows-based graphical user interface
client for managing backup servers.

Page 5 sur 49



-Licence : Lisez et acceptez le contrat de licence en cliquant sur | Accept. Sur l'écran
suivant (fourniture de la licence).

ﬁ Veeam Backup & Replication - X

License Agreement

Read the license agreements and accept them to proceed.

Please view, print or save the documents linked below.

By clicking "I Accept” button, | hereby accept the following:
* Agree and consent to the terms of Veeam License Agreement and licensing policy
* Agree and consent to each of the license agreements of 3rd party components used

* Agree and consent to each of the license agreements of required software

Back | Accept Cancel

-Cliguez sur Next pour utiliser la version Community par défaut.

E‘a Veeam Backup & Replication - X

License

Provide license file for Veeam Backup & Replication.

Select license provisioning method:

& Sign in with Veeam Browse to local license file

License details:

Community edition, 10 instances, limited functionality

Update license automatically (enables usage reporting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workloads you can exceed your installed license by.

Receive proactive support (enables usage reporting)
Proactive technical support service require sharing anonymized backup infrastructure telemetry with Veeam.

For more information on what is being shared, please refer to the User Guide.

@ Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular,
you may not install, configure or manage such backup servers at your client's environment as a
consultant or an MSP.

Back Next Cancel
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- Compte de service : Laissez l'option par défaut LOCAL SYSTEM account
(Recommended) et cliquez sur Next.

EE Veeam Backup & Replication = X

Service Account
Specify account for Veeam Backup & Replication.

@ LOCAL SYSTEM account (Recommended)

O The following user account:

Back Next Cancel

- Base de données : Sélectionnez le moteur de base de données PostgreSQL et
choisissez Install new instance. Cliquez sur Next.

EDN Veeam Backup & Replication - X

Database

Choose a database engine and an instance for Veeam Backup & Replication configuration data.

Use following database engine: | PostgreSQL had

@ Install new instance

O Use existing instance (HOSTNAME:PORT)

Connect to PostgreSQL server using:
@ Windows authentication credentials of the backup service account
(O Native authentication with the following credentials:

Back Next Cancel
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- Emplacement d'installation : Vérifiez les chemins d'installation par défaut. S'il
manque de l'espace disque recommandé, un avertissement apparaitra ; vous pouvez
forcer le passage en cliquant sur Yes, puis sur Next.

25 Veeam Backup & Replication - X

Data Locations

Specify paths for persistent and non-persistent data storage locations.

Installation path:

Ml Browse...
@ Disk space: 3843 GB available, 27,57 GB required
Guest file system catalog:
Ml Browse...
Instant recovery write cache:
)Y Kur , B Browse...

@ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered VMs, otherwise VMs will stop due to being unable to perform a disk write. We recommend
placing the write cache on an SSD drive.

Back Next Cancel

| Veeam Backup & Replication Setup X

Selected location does not meet recommended disk space
requirements:

Drive C: 45,31 GB required, 38,43 GB available.

Continue anyway?

- Configuration des ports : Laissez les ports de communication par défaut (ex: 9393,
9392) et cliquez sur Next.

EE Veeam Backup & Replication - X

Port Configuration
Specify port configuration to be used by Veeam Backup & Replication.

Catalog service port: 9393
Veeam Backup service port: | 9392
Secure connections port: 9401
REST API service port: 9419

Back Next Cancel
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- Confirmation : Vérifiez le résumé des parametres et cliquez sur Install. Patientez
durant Uinstallation, puis terminez en cliquant sur Finish

EE Veeam Backup & Replication — X

Ready to Install

The wizard is ready to begin the installation.

Installation folder: C:\Program Files\Veeam\Backup and Replication
vPower cache folder: C:\ProgramData\Veeam\Backup\IRCache
Guest catalog folder: C:\VBRCatalog

Service account: LOCAL SYSTEM

Database engine: PostgreSQL

Database server: SRV-Veeam:5432

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API service port: 9419

Back Install Cancel

EE, Veeam Backup & Replication -

Installing Veeam Backup & Replication
Please wait, installation may require significant time.

Step 1 of 8:
Installing PostgreSQL server 17.6-1...

Protect Any Workload. Anywhere.

From virtual machines and physical servers to files, cloud
data, object storage, and critical applications - Veeam
safeguards your entire digital ecosystem. No matter where
your data lives or how it's structured, experience powerful,
flexible, and reliable protection.
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05 Veeam Backup & Replication 13

o

(V] Successfully installed

ll. Lancement et Connexion

- Démarrage : Double-cliquez sur l'icbne Veeam Backup & Replication Console
présente sur votre bureau.

Windows Server 2016 No serv

Domaine : DOM B.COM | Logon Server
Utilisateur : A t

IP : 172.17.2 M 2-02 5-6A | Vitesse : 4
CPU : Dual 2,2 GHz K Far Mode | RAM : 4058 MB
Espace libre : C:\ 61,51 GB NTFS

https:/ /virtlab.cciformation.fr
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- Connexion : Dans la fenétre qui s'ouvre, laissez l'adresse sur localhost et cliquez sur
Connect.

oS

Veeam Backup & Replication

Specify backup server

localhost

Save shortcut

- Certificat : Si un avertissement concernant un certificat non approuvé apparait,
cliquez sur Yes.

oS
Veeam Backup & Replication

Untrusted server certificate
Server localhost has an untrusted certificate.

Certificate thumbprint:
S578A49F6FFA6C08913C42DA6490BAS52E6358CEDSSCA1T
SEC6C22C390B89FSFSE.

View Certificate (3

Trust this server?

d
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- Authentification : Renseignez vos identifiants administrateur Windows et cliquez sur
Signin.

N
oS
Veeam Backup & Replication
Signin
Username

Password

or

/2 Signin as current user

lll. Ajout d'un déepbt de sauvegarde (Backup
Infrastructure)

Cette etape définit 'emplacement physique ou seront stockées vos sauvegardes.
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- Dans Backup Infrastructure, allez sur Backup Repositories et cliquez sur Add
Repository.

# Veeam Backup and Replication - - x

=  Home Backup Repository ©

=|
=3 =3
=
Repository | Add Repository
Manage RepositAdds a new backup repository.

Backup Infrastructure
P Type in an object name to search for  Q_

Backup Proxies
V& Microsoft Azure Name 4 Type Host Path Capacity Free  Used Spac

Helper Appliance Templates Default Backup Repository ~ Windows SRV-Veeam.do..  C:\Backup 79,168 2168 0

8 Backup Repositories serveur de sauvegarde Windows 1721723 D:\Sauvegardes S0GB  224GB 1526

f@ Extemnal Repositories
B, Scale-out Repositories
&5 WAN Accelerators

A Sanire Drmidare

(1) Home

& Inventory

& Backup Infrastructure

History

2 repositories Logged in: dom-rob.com\Veeam Connected to: localhost  Build: 13.0.1.1071  Community Edition

1413
B 03/03/2026

B Q Rechercher

-Choisissez Direct attached storage, puis sélectionnez Microsoft Windows.

Add Backup Repository "

Select the type of backup repository you want to add.

@ Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data movers
to run directly on the server, allowing for fastest perfformance.

Network attached storage

—o— Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you select
a gateway server located in the same site with the share.

15 Deduplicating storage appliance

WA Dell Data Domain, ExaGrid, Fujitsu ETERNUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance AP, use the network attached
storage option instead.

B:’ Object storage
On-prem object storage system or a cloud object storage provider.

Veeam Data Cloud Vault

(@]

Add fully managed, secure cloud object storage from Veeam. Cloud Vault is best suited for secondary backups. For
more information and pricing, please go to vee.am/vault.

Cancel
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@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Bl Microsoft Windows

Add local storage presented as a regular volume or Storage Spaces. For best performance and storage efficiency,
we recommend using ReFS.

{% Linux
" Add local storage or a locally mounted NFS share. For better performance and storage efficiency, we recommend
using XFS. The Linux server must use bash shell, and have SSH and Perl installed.

A Linux (Hardened Repository) |

(-@J Requires a Linux server with internal or direct attached storage. To minimize the attack surface, it is highly &
recommended to deploy the Linux Hardened Repository using the Veeam JeOS (Just Enough Operating System)
image. This configuration enhances protection against cybersecurity threats by enabling immutable backups.

Cancel )

- Donnez un nom explicite a votre dépot (ex: serveur de sauvegarde 2) et cliquez sur
Next.

New Backup Repository x
Name Name
Server Type in a name and description for this backup repository.
erve

Repository
Name:
Mount Servers
serveur de sauvegarde 2

R

Description:

Apply Created by dom-rob.com\Veeam at 03/03/2026 14:33.

Summary

< Previous Next > Finksh
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-Dans la liste déroulante Repository server, sélectionnez le serveur précédemment
ajouté (ex: 172.17.2.4) et cliquez sur Next.

New Backup Repository x
Name Server
Server Choose repository server. You can select server from the list of managed servers added to the console.
Repository server: | SRV-V dom-rob.com (Backup server) v | Add new...
SRV-Veeam.dom-rob.com (Backup server)
Path 172.17.2.3 (Created by dom-rob.com\Veeam at 02/03/2026 15:56.)
172.17.2.4 (Created by dom-rob.com\Veeam at 03/03/2026 13:52.) Populate

172.17.2.4 (Created by dom-rob.com\Veeam at 0

-Spécifiez le chemin d'acces au dossier de sauvegarde sur le serveur (ex:
D:\Sauvegardes). Si un message concernant le formatage ReFS apparatt, cliquez sur Yes
pour poursuivre, puis sur Next.

New Backup Repository x

Name Repository

Server Type in path to the folder where backup files should be stored, and set repository load control options.

Repository
Location

nt Serve
Path to folder: | D:\Sauvegardes| Browse...
£ Unknown capacity Populate

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and cause I/0 timeouts.
Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: | 4 v A

Limit read and write data rate to: v A MBfs

Customize repository settings...

< Previous Next > Finfst Cancel
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Veeam Backup and Replication x

The file system on the specified volume does not support fast cloning.
We recommend using ReFS volume formatted with 64 KB cluster size.
Proceed anyway?

-Laissez les options par défaut pour les "Mount Servers" et cliquez sur Next.

New Backup Repository

x

Name Mount Servers

Specify servers to mount backups to when performing advanced restores (file, application item and instant VM
Server s : & ’ % i

recoveries). Instant recoveries require a write cache folder to store changed disk blocks in.
Repository

Designating platform-specific mount servers enables support for additional file systems and advanced file system
Mount Servers functionality for file-level and application item-level restores.
Review Windows mount server:

172.17.2.4 (Created by dom-rob.com\Veeam at 03/03/2026 13:52.) v | Add new...
Apply
Configure settings

Summary i

Linux mount server:

Not specified v | Add new...

-Validez en cliquant sur Apply, attendez la fin de l'installation des composants, puis
terminez par Next et Finish.

New Backup Repository x
Name Review
A 3
Server Please review the settings, and click Apply to continue.
Repository

The following components will be processed:
Mount Servers

Review Component name Status

i [172.17.2.4] Mount service
Apply

) [172.17.2.4] VMware VDDK
[172.17.24] vPower NFS

will be installed

will be installed
Summary will be installed

[172.17.2.4] Veeam Threat Hunter will be installed

[172.17.2.4] Veeam Standby service will be installed

Search the repository for existing backups and import them automatically

Import guest file system index data to the catalog
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New Backup Repository x

Name Apply

Server Please wait while required operations are being performed. This may take a few minutes...

Repository

Mount Servers Message Duration
FOURGYE VECaIISLGIIUDY ST VICEHTISH 1185 UEEi Upivaucy VT

Review Installing package Veeam Standby service 0:00:32

Apply Deleting temporary folder

Registering client SRV-Veeam for package Mount service
=TS Registering client SRV-Veeam for package VMware VDDK

Registering client SRV-Veeam for package vPower NFS

Registering client SRV-Veeam for package Veeam Threat Hun...
Registering client SRV-Veeam for package Veeam Standby ser...
Discovering installed packages

Al required packages have been successfully installed

Detecting server configuration

Reconfiguring vPower NFS service 0:00:07
Creating configuration database records for installed packages
Collecting backup repository info

Creating database records for repository 0:00:03

0000000000000 00KC

Backup repository has been saved successfully

Activer Winc

<Previous | [ Net> | [ FnshcOe acaiam
New Backup Repository x
Name Summary
s You can copy the configuration information below for future reference.
Repository
Mouink Sevess backup rep y 'serveur de g 2" was successfully saved.
) Mount server: 172.17.2.4 (Windows)
Review Backup folder: D:\Sauvegardes
Write throughput: unlimited
Apply Max parallel tasks: 4
Summary

Activer Windows

Next > auxcpRI@MEtr
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-Nous pouvons voir que le serveur a bien été ajouter.

& Veeam Backup and Replication = ] x
= Home  Backup Repository ©
=|
=3 =
Add Rescan
Repository
Manage Repository Tools
BaCkuP Infrastructure Type in an object name to search for  Q
Backup Proxies
WV & Microsoft Azure Name 4 Type Host Path Capacity Free Used Spac
Helper Appliance Templates Eis Default Backup Repository ~ Windows SRV-Veeam.do...  C:\Backup 79,168 2,1GB ]
E  Backup Repositories Eis serveur de sauvegarde Windows 17217.23 D:\Sauvegardes 50 GB 224GB 152G
~ T
f@ External Repositories B serveurdesauvegarde2  Windows 17217.24 D:\Sauvegardes SOGB  22,4GB 0
E1 Scale-out Repositories
& WAN Accelerators
A Sandira Dravidare
/LH} Home
rlh Inventory
;'g Backup Infrastructure
KE\ History
3 repositories Logged in: d b.com\Ve G d to: localh Build: 13.0.1.1071 Community Edition
am o - 1645
Em Q Rechercher B = e E Gy » 03/03/2026

IV. Création d'un groupe de protection (Inventory)

Le groupe de protection permet de regrouper les machines pour faciliter l'application
des régles de sauvegarde.
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- Allez dans l'onglet Inventory.

& Veeam Backup and Replication - x

=  Home View Protection Group (7]

. ¥ N2
@ [”\I
Add Disable Create Veeam St s Report
Group Deployment Kit
Manage Protection Group Actions Details
Inventory

38 Malware Detection Create Protection Group

> Virtual Infrastructure ® Protection group defines a set of computers (physical server, workstations or cloud instances) to be protected with
agent-based backup jobs. Protection groups can be populated with individual computers, Active Directory containers or

Physical and Cloud Infrastructure a dynamic CSV file exported from an asset management system.

Manually Added
Unmanaged
=] Unstructured Data o Create Job or Policy
> Microsoft Entra ID Agent-based protection provides additional flexibility with two depl approaches. For 24/7 workloads such as

\ servers and failover clusters, we recommend that you create backup jobs managed by the backup server, which controls

scheduling and executes backup remotely. For any workloads which may remain offline or unreachable for extended
N Home and/or unpredictable time periods (such as workstations, laptops or remote office servers), we recommend that you
L create backup policy that configures backup agents to schedule and execute backup independently.

2 Lact 24 Howre

E_—| Inventory
2 Perform Restore
;'g Backup Infrastructure To perform Bare Metal Recovery to the existing or new hardware, please use the Veeam Recovery Media that can be
created directly from the backup file of the corresponding computer. Other entire computer restore options include
P iy direct restore to Microsoft Azure, or instant recovery into a Microsoft Hyper-V VM. To perform granular recovery such
istory
&

as file or application item restore, simply select the desired backup under the Backups tree of the Home tab, and select
one of many restore options provided. C VV A

Logged in: dom-rob.com\Veeam Connected to: localhost Build: 13.0.1.1071 Community Edition

- = 14:47
F1 Q Rechercher (] -l e E [m30) 03/03/2026

-Cliquez sur Add Group (ou Create Protection Group) et choisissez Individual
computers.

| Add Protection Group x|

+ Select the protection group type you want to populate computers with.

r\ Individual computers
-

Add a static protection scope with one or more individual computers via IP address or DNS name. Recommended
for smaller environments without an Active Directory.

Microsoft Active Directory objects

Add a dynamic protection scope defined by Active Directory ¢ i such as organizational units or security
groups.

r\: Computers from CSV file
= Add a dynamic protection scope defined by the content of a comma-separated values (.csv) file with computer

names. Recommended for larger environments without Active Directory, or for CMDB integration.

Computers with pre-installed backup agents

Add a protection group which will catch all computers with a backup agent deployed from a custom installation
package specific to this group. Computers will appear in the protection group upon establishing their first
connection to the backup server.

Cloud machines

E] Applications H
I

Add a dynamic protection scope based on the discovered application topology of a distributed application.

Cancel
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-Nommez votre groupe (ex: serveur veeam) et faites Next.

I New Protection Group X
'
Name
E Type in a name and description for this protection group.
m

{

serveur veeam|
Computers Desciption:
Ontions Created by DOM-ROB\Veeam at 03/03/2026 14:48.
Revie
|
Apply
Summary

Cancel

-Cliguez sur Add... pour ajouter le(s) serveur(s) via leur adresse IP (ex: 172.17.2.5) et
associez-y les identifiants administrateurs. Cliquez sur Next.

Mos 3 '
New Protection Group 2

(

1 Computers

E Specify computers to include in this protection group.
J

{

Kome Computers:
Computer Account Add...

Options

Review "
1 Add Computer X |

Apply

Host name or IP address:
Summary 1721725

© Connect using admin credentials:
[ Administrateur (Administrateur, last edited: 4 days ago) v‘

Manage accounts

(O Connect using certificate-based authentication
Requires a deployment kit pre-installed on the target machine.

I

< Previous Next > Cancel
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-Dans les options de déploiement, laissez cochées les cases pour installer
automatiquement l'agent de sauvegarde et cliquez sur Next.

f New Protection Group
{
Options
E Specify a machine discovery schedule and agent deployment options.
-

Name Discovery
Rescan protection group every:

Computers © Daily at this time: [21:00 < | Everyday ¥
O Periodically every: 1 Hours

. Deployment

A Distribution server:
I

Apply SRV-Veeam.dom-rob.com v Add...
Protected machines will download backup agents from this server.

Summary

@ Install backup agent

() Install changed block tracking driver (for Windows machines only)
() Install CDP agent (enables replication)
@ Enable auto-update for installed components

() Perform reboot automatically if required

Customize advanced protection group settings such as email notifications. Advanced...

< Previous Next > Finisk Cancel

-Cliquez sur Apply pour appliquer la configuration, puis sur Next.

f New Protection Group

| Review

i

Review the settings, and click Apply to continue.

Name The following components will be processed on SRV-Veeam.dom-rob.com:

Compeonent name Status
Computers Veeam Distribution Service already exists
Options

Apply

Summary

< Previous Apply Cancel
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[ New Protection Group X
|
u Apply
E Please wait while we are installing and configuring required components, this may take a few minutes.
m

Name

Message Duration

(D Starting infrastructure item update process 0:00:07
Computers . s

) Connecting to Veeam Installer service 0:00:01
Options () [SRV-Veeam] Discovering installed packages

() Registering client SRV-Veeam for package Veeam Distribution Service
Review @ Discovering installed packages

) All required packages have been successfully installed
_ () Detecting server configuration
(2 Creating configuration database records for installed packages

Summary (V] Creating database records for protection group

< Previous Next > Finish

-Sur le résumé final, cochez Run discovery when | click Finish et cliquez sur Finish.

Une fenétre de log s'affichera montrant le succes du scan (Rescan of serveur veeam:
Success)

New Protection Group x |

~ Summary
E Protection group settings have been saved successfully. Click Finish to exit the wizard.
m

Name Summary:
kerveur veeam was successfully saved.
Computers
Options
Review i
|
Apply

@ Run discovery when | click Finish
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V. Création et exécution d'une tadche de sauvegarde

(Jobs)

-Allez dans l'onglet d'accueil Home et cliquez sur Backup Job, puis sélectionnez

Windows computer....

2 al 172.17.25 - O - x
Name: Rescan of serveur veeam Status:  Success
Action type: Rescan Start time: 03/03/2026 14:53:20
Initiated by: dom-rob.com\Veeam Endtime: 03/03/2026 14:55:09
Name 4 Status Action Duration
[Fs 1720725 @ Ssuccess @ Job started at 03/03/2026 14:53:20
@ Performing rescan 0:01:40
@ 1 host processed
@ Job finished at 03/03/2026 14:55:09
an . - 14156
mm Q Rechercher L = & @ 03/03/2026

# Veeam Backup and Replicati =

= Home (7]
Vv S - i1 2 N
Backup Replication CcbP Backup Copy SureBackup Restore Import Export Security &
Job v Job v Policy v Copy v Job Vv Job N Backup Backup Compliance
&, Virtual machine... Secondary Jobs Restore Actions
% Windows computer...
O Lin’ New Windows Computer Backup Job Type in an object name to searchfor QY7 All jobs
B Mz Creates a new Windows computer backup
B un Name Type & Objects  Status Last Run Last Result Next Run
Wi —_—
[ Object Storage... Agent Backup Policy 1 Windows Agent Policy 1 Enabled 2 hours ago N/A N/A
il Fileshare... () job pourles serveurs  Windows Agent Backup 2 Stopped 21hoursago  Success <Not scheduled>
> Microsoft Entra ID >
GU\ Home
I?:] Inventory
E‘g Backup Infrastructure
“0) History
l 2 jobs Logged in: dom-rob.com\Veeam Connected to: localhost Build: 13.0.1.1071 Community Edition
am c - 15:01
FH Q_ Rechercher B = e’ E &G » 03/03/2026
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-Job Mode : Choisissez le type Server et le mode de gestion Managed by backup
server. Cliquez sur Next.

New Agent Backup Job X

Job Mode
Specify protected computer type and backup agent management mode.

s e

O Workstation

© Server

Name

O Failover cluster

Mode:
© Managed by backup server

Veeam backup server schedules and executes backups on the protected computers. This mode is recommended for
always-on with a ion to the backup server, such as servers or clusters located in the same
data center.

(O Managed by agent
Veeam backup server deploys the protection policy to all agents, however the job is managed by the agent itself. This
mode is recommended for workstations and servers located in remote sites with poor connectivity to the main data
center.

Guest Processing

Schedule

Summary

Next > Cancel

Name : Donnez un nom a votre tache (ex: job pour le serveur veeam).

I New Agent Backup Job X
—, Name
Type in 2 name and description for this agent backup job.
Job Mode Name:
job pour le serveur veeam|
_ Description:
Computers Created by dom-rob.com\Veeam at 03/03/2026 15:01.
Backup Mode
Storage
Guest Processing
Summary
() High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to the start time, or
jobs with strict RPO requirements.

< Previous Next > Cancel
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-Computers : Cliquez sur Add, naviguez dans votre "Protection Group" pour
sélectionner le serveur fraichement configuré et cliquez sur OK, puis sur Next.

Computers
oo Select ion groups or individual machines ta hack un. ion arouns nrovide a dvnamic selection scone that updates the list of
- VJ protected machines as new Ones are, eject Objects x
Job Mode Protect]  Select objects: o
Name Type Add..
Name v @ Physicalinfrastructure »
> LAN
> Les serveurs
Backup Mode > Protection Group 1
> Protection Group 2
NF Serveur veeam
Guest Proc [ SRV-Veeam.dom-rob.com *
> Vlan LAN
Schedule +
Summary
M v Typein an object name to search for Q
f
Cancel

< Previous Next >

-Backup Mode : Choisissez Entire computer pour sauvegarder l'intégralité de la

machine.

{ New Agent Backup Job

Backup Mode
Choose what data you want to back up from selected computers.

Job Mode © Entire computer
Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are automatically excluded

from the image to reduce the backup size.

Name
([ Include external USB drives

Computers

DR O 'oireiccn
Back up images of specified volumes, for example only data volumes. Deleted, temporary and page files are automatically

excluded from the image to reduce the backup size.

Storage
Guest Proce O File level backup (slower)

Back up selected files and directories only. This mode still produces an image-based backup, but only with protected file
Schedule system objects included in the image.
Summary

< Previous Next > Cancel
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-Storage : Sélectionnez votre dép6t (Backup repository) créé a l'étape III.B (ex: serveur
de sauvegarde 2) et définissez la durée de rétention (ex: 7 jours).

’ New Agent Backup Job X
Storage
~._ Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.
Job Mode Backup repository:
serveur de sauvegarde 2 (Created by dom-rob.com\Veeam at 03/03/2026 14:33.) v
Name = 22,4GB free of 50 GB Map backup
Computers Keep backups for: |7 < days
Backup Mode

() Keep certain full backups longer for archival purposes

([ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make at least one copy of
your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, Ve d
block size, notification settings, automated post-job activity and other settings. V20680

<Previous |  Next> Cancel

-Guest Processing : Cochez Enable application-aware processing pour garantir la
cohérence des applications durant la sauvegarde, puis cliquez sur Next.

New Agent Backup Job

Guest Processing
Choose application processing options.

Job Mode Enable application-aware processing

Detects and prepares applications for consistent backup, performs ion logs p ing, and ig the OSto
Name perform required application restore steps upon first boot.

Application handling options for individual machines and applications... Applications...
Computers -

[ Enable guest file system indexing and malware detection

Backup Mode Indexing enables global file search functionali ic detection of suspicious file system activity and known malware

files.
Storage

Advanced guest file system indexing options for individual machines...

| Guest Processing.

< Previous Next > Cancel
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-Schedule : Cochez ou non Run the job automatically pour planifier une sauvegarde
réguliere (ex: tous les jours a 22:00).

New Agent Backup Job X

Schedule
Specify the scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Job Mode () Run the job automatically
Name
22:00 -+ | Fourth samedi
Computers 1 Hours
Backup Mode job pour les serveurs (Created by dom-rob.com\Veeam at 02/03/2026 17:27.
Storage

Guest Processing

Schedule

< Previous Apply Cancel

-Summary : Vérifiez le résumé. Vous pouvez choisir de lancer la tAche immédiatement
en cochant Run the job when | click Finish, ou simplement cliquer sur Finish.

New Agent Backup Job X

Summary
The job's settings have been saved successfully. Click Finish to exit the wizard.

V]

Job Mode Summary:
[Configuration has been successfully saved.
Name Name: job pour le serveur veeam
Description: Created by dom-rob.com\Veeam at 03/03/2026 15:01.
Type: server
Computers Mode: managed by backup server
Protected computers:
Backup Mode SRV-Veeam.dom-rob.com
Backup mode: entire computer
Storage Destination: Veeam backup repository

Target storage: serveur de sauvegarde 2
Retention policy: 7 days

Application-aware processing is enabled
Backup is not scheduled to run automatically
Schedule GFS retention policy: not set

Guest Processing

Summary

() Run the job when | click Finish

Sortie auc

o o
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-Lancement manuel : Pour lancer la sauvegarde a la main, faites un clic droit sur votre
tache dans la liste principale et sélectionnez Start. Une fenétre de statut s'ouvrira pour
vous montrer la progression du transfert (Job progress).

= Home View Job
> | >
Start top  Retr Active
Full
Job Control
Home
5* Jobs

ikt

Statistic Report

Details

o

Clone Disable

Delete

Manage Job

Typein an object nameto searchfor QY7 Alljobs

> [E: Backups Name Type & Objects  Status Last Run Last Result Next Run
= —
> EG Lest24Hours [ Agent Backup Policy 1 Windows Agent Policy 1 Enabled 3 hours ago N/A N/A
() job pourles serveurs  Windows Agent Backup 2 Stopped 21hoursago  Success <Not scheduled>
() job pourleserveurv..  Windows Agent Backup 1. Stopped <Not scheduled>
[> start
B st
/L,ﬁ Home > Active full
Il Statisti
[y inventory 4
E
L Backup Infrastructure "
3 Clone
Delete
KL/‘ History X
12 Edit..
1job selected Logged in: dom-rob.com\Veeam Connected to: localhost ~Build: 13.0.1.1071  Community Edition

am Q

Rechercher

L= CB8

15:09
03/03/2026

7

] B Q &
Stop Statistis  Report Bt Clone
Home
V& s job pour le serveur veeam »
) Backup Name 4 Description
Za Backups ) 3 A1 p-
V. Backig D Apenttad  JobProwe= d1x Oolthosts b by dom-robicom\Vecsm ot OV
%, Dk (3 job pour i Crested by dom-rob.com)Veeam st 03/
VB Last 24 Hours © jobpourid o = Crested by dom-1ob.com Veesm 2t 02/
= m
B Nunsiiy Duaton:  06R Processes:  16968.21% Success
55 Success Processingrate 13 GB/s Resst 16368 Wamings
Boienect  Prony Tarstersd 1068 (169 o
Throughput fast 5 min)
T
e o Speed: 0 KB/s.
Name Stutus Action Dwation
3 SRVeamdomrob.. ) 21% © o stred w 0402026 3 3008
© Buiingthe kst of abjets o process oo
®) Processing SV-Veeamdom1ob.com oosss
Job progress: 0ot hosts
fnl Home
Summary
[ tnventory Dusation:
- Processing ratet
Sottleneck Hide detals oK b /s
= Backup Infrastructure = Speed: 0 KB/s.
Hostory Nome Status Acton Duration
S Tem— T [ — o~
®) Processng SRY-Veeam dom rob.com coss?
1 jobseected Logged i dom-roh.com\Vecm Comnected s ocolbest_Bui: 13011071 Commurnty Edton
Recherche = o 0936
M a [P O - o L e
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VI. Partie Restauration

A. Restauration d'un fichier

Cette procédure permet de récupérer des fichiers ou dossiers spécifiques depuis une
sauvegarde.

-Allez dans l'onglet Home sur le c6té gauche, puis déroulez Backups et cliquez sur
Disk. Dans la liste centrale, faites un clic droit sur la machine souhaitée (ex: Job pc test)
et sélectionnez Restore guest files..., puis choisissez Microsoft Windows.

Home  Backup C

‘‘‘‘‘‘
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-A l'étape Restore point, sélectionnez le point de restauration a partir duquel vous
souhaitez récupérer les données et cliquez sur Next.

r . PP
File Level Restore x
Restore pgnt Restore point
| 2 <P ‘
L} Select the restore point to restore guest OS files from,

|

Computer name 17217210 Mount server:  Automatic selection (Windows
Data see 18568
Available restore points:

Created Type Backup

3= less than a day ago (14:48 dimanche 29/03/2026)  Full Job pc test

-Ajoutez une raison (Reason) pour cette restauration si votre politique d'entreprise

l'exige, puis passez a l'étape Summary et cliquez sur Browse pour ouvrir l'explorateur de
sauvegarde.

File Level Restore x
»

Restore point Reason

S Type in the reason for performing this restore operation. This information will be logged in the restore sessions

history for later reference

Do not show me this page again

<Previous | [ Next> Cancel
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File Level Restore X

Restore point Summary

Review the restore settings, and click Browse to ext the wizard and open Backup Browser, where you will be able to
select the files to restore.

Summary

VM Neme: 172.17.2.10
VM Size: 18,5 GB
Onginal host: Veeam01

Restore point: less than a day ago (14:48 dimanche 29/03/2026)
Mount server: Veeam0

< Previous h_— t | Browse | I Cancel

-Dans la nouvelle fenétre Backup Browser, naviguez dans l'arborescence (ex:
Users\Administrateur\Documents) pour retrouver votre dossier ou fichier. Faites un clic
droit sur l'élément a restaurer, cliquez sur Restore et choisissez 'option pour écraser ou
conserver les fichiers a l'emplacement d'origine.

¥ PC-Test as of less than a day ago (14:48 dimanche 29/03/2026) - Backup Browser

- i Consmsieiyih Compare
V Restore on Attributes
Restores selected file system objects back to Compare
the onginel location
> ProgramData Type in an object name to search for
> Recovery
> Sysprep Name Type Size Creation date Modified date Item State
ystem Vol 3
> System Volume Informatic B Mo musique Folder
v
tisecs 57 Mesimages Folder
v W Adminis . .
rnistratews 57 Mes vidéos Folder 8/03/202617:16  28/03/2026 17:16
A
ppData test Folder 28/03/202617:19  28/03/2026 17:19
P
&% Application Data [4) desktop.ini INI Fite 40208 28/03/2026 1716 28/03/2026 17:16

Contacts

5" Cookies
Desktop
Documents

Favorites
Links
5% Local Settings

Menu Démarer

L Mes documents

>
>
>
>
>
>
> Downloads
>
>
>
>
>
>

o Modéles

1 object selected
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-Une fenétre de progression s'affiche ; une fois la jauge a 100% avec le statut Success,

vous pouvez cliquer sur Close.

¥, PC-Test as of less than a day ago (14:48 dimanche 29/03/2026) - Backup Browser

> @ 3 B 3
Restore Restore Copy Compare with Compare
N to v to Production Attributes
Action Compare
> ProgramData Type in an object name to search for Q
> Recovery
> Sysprep Restoring files to 172.17.2.10 Modified date Item State
> System Volume Inform A o e 28/03/2026 17:16
tore st 100%
v Wl Users . opped " | 280320261716
v Administrateur 28/03/2026 17:16
? R Time elopsec:  00:00:04 Transferred: 0,08 Su 19 e\
5 3 5 ime clapsed: O ransferred: A IcCess
> 5V Application Dat ) 28/03/2026 17:16
> Contacts Time remaining: 00:00:00 Transfer rate: N/A Erorz 0 €
> BV Cookies
> Desktop Show Details
> Documents -
> Downloads
> Favorites
> Links
> B9 Local Settings
> ¥ Menu Démanrer
> 57 Mes documents
> 57 Moddes
1 object selected
-Vérifier sur votre machine que le dossier a bien été restaurer.
& Documents X i -
€ 4y C O > Documents > Recher dans : Documents Q
@ Nouvesu N Trier = Afficher X (B Details
A Accudd Nom Modifié le Type alle
R Galesie test 28/03/202 sier de fichiers
@ Bureau +
& Téléchargement #
o Documents  #
P Images B
@) Musique »
B vidéos +
» [l CePC
w= Lecteur de CD (D)1
M Réseau
1 éément =0
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B. Restauration d'objets d'Active Directory

Cette fonctionnalité est utile pour restaurer des éléments précis de votre contréleur de
domaine, comme un utilisateur supprimé par erreur.

-Pour tester cette fonctionnalité, vous pouvez créer un utilisateur de test,

] Wiilisateurs et ordinateurs Active Directory R0 il © 172.17.2.1 - O X =
Fichier Action Affichage ? .

® | A|E

LRETER

Type Desription
& Glpiuser Utilisateur
& Technicien01 Utilisateur
&, Technicien02 Utilisateur

v 4 dom-robcom
Builtin
Computers
&) Domain Controllers

1
1 ForeignSecurityPrincipals| & User0 Utilisateur
& userc2 Utilisateur

31 Groupes
1 Keys & Veeam Utilisateur
LostAndFound & zabbix Utilisateur
Managed Service Accoun!
Program Data
1 system
Users
2. Utilisateurs.
NTDS Quotas
| TPM Devices

-Puis lancer une sauvegarde de l'AD, et une fois la sauvegarde terminée,

% Veeam Backup and Replication

Home o
V& dobs
2 Backup Name 4 e Objects  Statun Lost Rum LstRowt  NextRun Target Description
[ Backups O Job pe e Windows Agent Backup 1 Sopped Whoursago  Success «<Not scheduled> Default Backup Repository Created by \Administrateur at 29/03/2026 1442
o, Disk (3 Jobserv ADs Windows Agent Backup 1 Stopped Sminstesago  Success <Not scheduled> Serveur de fichier 1 Created by \Administrateur st 28/03/2026 1438,
VD st 2
B Succe
[ viaming
[ Faied
3
Summary Data Status Throughput (sl time)
Duration: 0303 Processed: 9TGR(00%)  Success 2 @ Speedi 11 GBl's
Processingrate: TRMB/s  Rest 10768 Warnngs
Sotteneck:  Prowy Tianstened: 268 (520 Enors: SE—— —
Nome Status Duration
23 © su
& © success 0:00:08
022
a) Home 00223
[ Wventory
[Eg pactup tmsrcine
) History
1job selected Logged in: \Adminitrater Connected b localhost Buikdk 13012067 Commundy Edtion
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-Supprimer l'utilisateur.

Fichier Action Affichage 7

e 2@ 0 BB

] \ilisateurs et ordinateurs Active Directory

B 3RETER

R

172.17.21

[ Utilisateurs et ordinateurs Active|
Requétes enregistrées
v 4 dom-robcom
Builtin
Computers
&) Domain Controllers
ForeignSecurityPrincipals
31 Groupes
Keys
LostAndFound
Managed Service Accoun
Program Data
1 System
Users
| Utilisateurs
NTDS Quotas
=1 TPM Devices

W

Nom

& Glpiuser

& Technicien0
&, Technicien02

Ll User01 Utilisateur

User02
& Veeam
&, zabbix

Type Desaription
Utilisateur
Utilisateur

Utilisateur

Utilisateur
Utilisateur
Utilisateur

-Dans l'onglet Home > Backups > Disk, faites un clic droit sur la tdche de sauvegarde

contenant votre Active Directory (ex: Job serv ADs). Sélectionnez Restore application

items, puis cliquez sur Microsoft Active Directory objects....

Veeam Backup and Replication

Home  Backup
= [ M 2 s N > 0
B ®w X L & K 4 & @ 022
Instant  Entie  Virtual o Bpot  Pubish  Restore  Appliation Bpot  San Create Properties
Recovery VM Disks  Volumes  Disks s GuestFiles  tems v/ Backup  Backup  Recovery Token
Ristore Actions Properties
Home: Type in an abject name to search for
V5 dobs
) Backup Job Name 4+ Creation Time Restore Points  Repository Platform
V B Backups e Jobpetest 29/03/2026 1448 Defaul Backup Repository Windows
5 Disk [ PC-Test 29/03/2026 14:48 1 Windows.
V [ Last24Hours v =4 Job serv ADs 28/03/2026 14:44 Serveur de fichier 1 Windows
=
D Success [3s ADO1.dom:iok.com. 300032026 1142 2 Windows
Warning [3: ADO2dom Eb Instant recovery.. 212 2 Windows
& ] Restore entre VM >

(1) Home
[ tnventory
[E5 Bockup infrastructure

L) History

1 backup selected
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2, Restore virtual disks
2, Restore volumes...

2, Export content as virtual disks
2, Publish disks.

i Restore guest fles...

2 o

>

> B &

2, Export backup.
Q_ scan backup.

3 Create recovery token...
3 Create recovery media...

X Remove from

[E) Properties

B Microsoft Exchange mailboxtems..

B MicrosoftSharePeint content..

@ Microsoft SO Server databacs..

@ Microsoft OneDiive for Businss s
s | B Micrsot Teams s,

£, Oracle databases.

Logged in: \Administrateur Connected to: localhost

Build: 13.0.1.2067  Community Edition



-Choisissez le point de restauration souhaité dans la liste et cliquez sur Next.

|
Microsoft Active Directory Object Restore H X

Restore Point
Select the restore point to restore from.

[ RestorePoint | VMname: ADO1.dom-rob.com Original host: Veeam01
Reason VM size: 19,6 GB

Summary Available restore points:

Created Type Backup
(5 less than a day ago (11:42 lundi 30/03/2... Increment Job serv ADs
Q'l,n 1 day ago (14:44 samedi 28/03/2026) Full Job serv ADs

Next > Cancel

-Saisissez une raison si nécessaire, passez le résumé (Summary) et cliquez sur Browse
pour lancer le Veeam Explorer.

Microsoft Active Directory Object Restore X

&eason
Provide the restore reason for the future reference.

Restore Point Restore reason:

[[) Do not show me this page again

< Previous Next > | Cancel
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Microsoft Active Directory Object Restore ° X

Summary

Review the restore settings, and click Browse to exit the wizard and open Veeam Explorer for Active Directory, where you will select individual
objects to restore.

Restore Point Summary:

VM name: AD01.dom-rob.com
Reason

SRR *eore Port
Current: ADO1.dom-rob.com less than a day ago (11:42 lundi 30/03/2026)

< Previous | Browse Cancel

-Dans le Veeam Explorer for Microsoft Active Directory, naviguez dans l'arborescence
de votre domaine (ex: dom-rob.com\Users) pour retrouver l'utilisateur supprimé. Faites

un clic droit sur cet utilisateur (ex: test-restauration) et sélectionnez Restore objects to

ADO1.d

Primary Jobs

Home
V) Jobs

13 Backup
v Bl Backups

&, Disk
V[ Last 24 Hours

i Running (1)
@ Success
) Waming
@ Faied

() Home

1

P

[FAr—

YD) History

2backups

om-rob.com.

# Veeam Backup and Replication

T e B 1l + 2 N ®
=] = ) =] = = ©
CoP Backup  Copy  SureBackup Restore Import  Export  Securty &
Policy Copy v Job Job v Backup  Backup  Comphiance

ADOY.dom-rob.com a5 of less than a day ago (11:42 ur Veeam Explorer for Microsoft Active Directory

Objects

o N 5h
£ ] it i
Restore  Export  Compare with Compare Object  Use LDAP
Objects * Objects » Production Attributes Filter
) Restogg objects o ADOT dom-rob.com 17" el
o Restoum ohinctetn

Restore Active Directory objects &

4 ) Activ| Restores selected objects to the origina location

Nome Type Item State Description

B rob.com & Glpiser e
s and Computers @ Techniciendl wer
» 1 Computers A Technicent2 e
» 15 Domain Controllers & testrestauration =
» 1 ForeignSecurityPrincipals A Usedl e
» 1 Groupes A Use2 user
»ooKes A Veearn user
» = Managed Senice Accounts @ abbix e

» . Progrm Data

Users

Utifisateurs
» ¥ Group Policy Objects

VESAM

Logged n: \Administrateur Connected totlocalhost  Build: 130.12067 Community Edition
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- Une fenétre Restore summary vous confirmera la réussite de 'opération en indiquant
Restore succeeded.

ADO1.dom-rob.com as of less than a day ago (11:42 lundi 30/03/2026) - Veeam Explorer for Microsoft Active Directory

Objects
oy 5T\ <SP
sl () [2 0= Y
Restore Export | Compare with Compare Object  Use LDAP
Objects » Objects~ Production Attributes Filter
Restore Compare Search

Active Directory Databases

E  Name Type Item State Description
4 [l Active Directory o
4 & dom-rob.com & Glpibser e
4 [F] Users and Computers A Technicien01 user
» = Computers y? Technicien02 ser
» 1 Domain Controllers o et reamton user
» 1 ForeignSecurityPrincipals i Use®! Veeam Explorer for Microsoft Active Directory x
A Used2
» 1 Groupes ®
» [ Keys GfEYessm Restore summary
» © Managed Service Accounts M zabbix 1 object restored.
Restore succeeded,
» = Program Data
Users

Utilisateurs <) See more oK

» I Group Policy Objects

- L'utilisateur est bien revenu dans votre console Utilisateurs et ordinateurs Active
Directory.

I Utilisateuriket ordinateurs Active Directory 20 ml 172.47.2.1 = (u] X = g %
Fichier Action Affichage 7
o 2@ 0 Bc: Hm 3:EvYE% °
T Utilisateurs et ordinateurs Active|| Nom Type Description
2] Requétes enregistrées & Gipiuser Utilisateur
v & dom-rob.com & Technicien01 Utilisateur
1 Builtin & Technicien02 Utilisateur
- ::‘:::mellem R, test-restauration Utilisateur
ForeignSecurityPrincipals; B use0r Uttinstour
& Groupes & user2 Utilisateur
2 Keys & veeam Utilisateur
LostAndicund & zabbix Utilisateur
] Managed Service Accoun|
Program Data
System
Users
31 Utilisateurs
] NTDS Quotas
2 TPM Devices

C. Créer le recovery media d'une machine

Le Recovery Media est une image amorgable (ISO) indispensable pour restaurer
l'intégralité d'un systeme sur une machine vide (Bare Metal Recovery).
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-Toujours depuis Home > Backups > Disk, faites un clic droit sur la sauvegarde de la
machine concernée. Sélectionnez l'option Create recovery media....

# Veeam Backup and Replication

T
Creation Time Restore Points  Repository Platform
29/03/2026 1448 Detault Backup Reporitory Windows
29/03/2026 1648 1 Windows
2006 1444 Serveur de fichier | Windows
| s 2 Windows
2061182 2 Windows
>
A
() Home
e
[Ek =
Bk Bockup infrastructure
“0). History
1 backup selected Loggedin: 2 Build: 13012067

-L'assistant s'ouvre : vérifiez que le type de média est bien sur Image (ISO image file) et
cliquez sur Next.
Cre;te Recc;v;ry M;d.va x

Recovery Media Recovery Media

Specify bare metal recovery media options.

= Available bootable media types: &7 Refresh
Name Type Capacity
== Image ISO image file

o] |
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-A l'étape Image Path, utilisez le bouton Browse pour spécifier le dossier local ol sera
enregistré le fichier .iso (ex:
C:\Users\Administrateur\Documents\VeeamRecoveryMedia_PC-Test.iso) et cliquez sur
Next.

Create Recovery Media x

Recovery Media Image Path

Image Path Specify where to save the created ISO file.

Specify local folder to create recovery media image in:

C:\Users\Administrateur\Documents\VeeamRecoveryMedia_PC-Test.iso Browse

- Lisez le résumé (Summary) et cliquez sur Apply.

Create Recovery Media x
Recovery Media Summary
Image Path Review the settings you have specified, and click Create to create the recovery media.

Summary

Recovery media will be created with the following settings:

Host: 172.17.2.10

Destination:
C:\Users\Administrateur\Documents\VeeamRecoveryMedia_PC-Test.iso

<o | o]
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- Suivez l'étape Progress : des coches vertes apparaitront au fur et a mesure de la
création. Une fois terminé, cliquez sur Finish.

Create Recovery Media x
Progress
Progress
Progress Message Duration
@ Preparing Veeam Recovery Environment image 0:00:42
Q Copying recovery media files to backup console 0:00:23
@ Creating IS0 image 0:00:03

@ Recovery media has been created

- Vous retrouverez votre fichier ISO dans le dossier de destination que vous aviez
sélectionné, prét a étre monté ou gravé.

& pocuments x JEE

J Documents  #
P images
® Musique

1 videos

> I CepC

> = Lecteurde CD (D)

> Bl Lecteur de DVD €)

1 élément
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VII. Installation de 'Agent Veeam (Veeam Agent for
Microsoft Windows)

Cette étape est nécessaire si vous choisissez de déployer l'agent manuellement sur une
machine cliente au lieu de le faire automatiquement via la console.

-Récupération de l'exécutable : Naviguez vers 'emplacement ou se trouve l'exécutable
d'installation (ex: VeeamAgentWindows_6.3.2.1302.exe situé sur un partage réseau
comme \\dom-rob.com\Partage\Commun\Techniciens).

= (w] X
Technicens X +
€ ™ C (J > Réseau > dom-robcom > Partage > Commun > Technicens Rechercher dans : Technicen Q
@ Nouveau N Trier Afficher (D Détails
@ OneDrive Norr Modifié le Type

P GLPI-Agent-1.16-x64

@ Bureau 7 V«amAEnthndows_&iZ.1302 16/09/2025 19:42 Applicatior

P zabbix_agent2-7.4.8-windows-amd64-op...  22/03/2026 15:03
- Partage

& Téléchargem #
= Documents A
PR Images

€) Musique

& Vidéos

> [l CePC
w= Lecteurde CD (1

> ¥l Réseau

3 élément(s) =10
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-Lancement : Double-cliquez sur le fichier pour lancer l'installation. Si un
avertissement de sécurité Windows apparait concernant l'exécution d'un fichier depuis
le réseau, cliquez sur Exécuter.

e PR

Fichier ouvert - Avertissement de sécurité X

Nous ne pouvons pas vérifier I'identité du créateur de ce fichier. Youlez-vous
vraiment exécuter ce fichier ?

[E Nom: ..mun\Technicens\VeeamAgentWindows_6.3.2.1302.exe
Type: Application
De: \\dom-rob.com\Partage\Commun\Technicens\Veea...

Exécuter

Ce fichier se trouve en dehors de votre réseau local. Les fichiers qui

g proviennent d’emplacements inconnus peuvent endommager votre PC,
N'exécutez ce fichier que s°il provient d'un emplacement approuvé, Quel
estle risque encouru ?

-Ecran de bienvenue : Sur la premiére fenétre de l'assistant d'installation Veeam,
cliquez sur Next.

Veeam Agent for Microsoft Windows —_ X

Easily back up your entire machine to an external hard drive, a NAS
(network-attached storage) file share or a Veeam backup repository
with the free edition. Or upgrade to a paid edition to backup
directly to object storage and get access to enterprise features.

When it comes to rec&ery. bare metal, volume-level and file-level
recovery are available directly in the agent. In addition, you can use
Veeam Backup & Replication to instantly recover your backup as a
virtual machine, or restore it directly to cloud.

Interested in a fully managed backup offering? Then contact one of
many Veeam service providers.
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-Contrat de licence : Lisez les accords de licence, cochez la ou les cases nécessaires,
puis cliquez sur le bouton | Accept.

Veeam Agent for Microsoft Windows —_— X

N

By clicking "I Accept” button, | hereby accept the following:

* Terms of Veeam License Agreement and licensing policy

* Each of the license agreements of the 3rd party components used

* Each of the license agreements of the required software

-Finalisation : Une fois 'écran Installation completed successfully affiché, l'agent est
installé. Vous pouvez laisser la case Run Veeam Recovery Media creation wizard cochée
si vous souhaitez créer le support de restauration dans la foulée, puis cliquez sur Finish.

Veeam Agent for Microsoft Windows - X

Installation completed successfully
We recommend that you create Veeam Recovery Media now
Why is this important?

If you ever need to restore the dk:ire computer, this
media will allow you to boot into the recovery
environment and initiate so-called Bare Metal Restore.
And to ensure smooth recovery, we can even include
device drivers and network settings from your computer
into the image. Thus, we recommend that you create the
media on your own computer, and keep it handy.

[¥] Run Veeam Recovery Media creation wizard
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VIII. Ajout dans l'Inventory et création du job pour l'Agent

Une fois l'agent installé sur le poste client, il faut configurer la tdche de sauvegarde cété
serveur.

-Ajout a l'inventaire : Assurez-vous d'abord d'ajouter la machine dans un groupe de
protection (Protection Group) dans l'onglet Inventory.

-Création / Edition du Job : Allez dans l'onglet Home et créez un Agent Backup Job (ex:
job pc admin).Job Mode : Sélectionnez le type Workstation et le mode de gestion
Managed by agent, puis cliquez sur Next.

ER: Agent Backup Job job pc admin X

Jo[\Mode
Specify protected computer type and backup agent management mode.

\'ﬂ

! Job Mode
Name
Computers
Backup Mode
Destination
Shared Folder
Schedule

Summary

Next > | Finish Cancel
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-Name : Vérifiez ou entrez le nom de votre tache, puis cliquez sur Next.

Edit Apent Backup Job job pc admin X
a Name
pe— Type in a name and description for this agent backup job.
- V]
Job Mode Name:
I
Computers Created by .\Administrateur at 30/03/2026 16:08.
Backup Mode
Destination

Shared Folder

Schedule

Summary

< Previous Einish Cancel

-Computers : Ajouter votre machine (ex: pc admin) dans les objets protégés et cliquez
sur Next.

Edit Agent Backup Job job pc admin > 4

"9 Computers
— Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that ally updates the list of
-I V } protected machines as new ones are discovered.

Job Mode ?rmeﬁed computers: ‘
e Type Add...

Name o' pc admin Protection g...

Backup Mode
Destination
Shared Folder
Schedule

Summary

< Previous Finish Cancel
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-Backup Mode : Choisissez Entire computer pour effectuer une sauvegarde compléte
du poste, puis cliquez sur Next.

Edit Agent Backup Job job pc admin > <

Backup Mode
Choose what data you want to back up from selected computers.

- V]

Job Mode © Entire computer i
Back up entire computer image for fast recovery on any level, Deleted, temporary and page files are automatically excluded
Name from the image to reduce the backup size.

() Include external USB drives
Computers

W © Yo v

Back up images of specified volumes, for example only data volumes. Deleted, temporary and page files are automatically
excluded from the image to reduce the backup size.

Destination
Shared Folder () File level backup (slower)
Back up selected files and directories only. This mode still produces an image-based backup, but only with protected file
Schedule system objects included in the image.
Summary
< Previous Next > Einish Cancel

-Destination : Pour sauvegarder vers un emplacement réseau spécifique plutdt qu'un
dépbt Veeam standard, choisissez l'option Shared folder et cliquez sur Next.

Edit Agent Backup Job job pc admin .4

Destination
Choose where you want to backup data to.

- V]

Job Mode () Local storage
Choose this option to back up to a locally attached storage device such as USB, Firewire or eSATA external hard drive.
Name Backing up to internal hard drives is not recommended.
© Shared folder
Computers Choose this option to back up to an SMB (CIFS) share on a Network Attached Storage (NAS) device, or on a regular file
server.
Backup Mode 3
(O Veeam backup repository

_ Choose this option to back up to a backup repository managed by Veeam Backup & Replication server.

() Veeam Cloud Connect repository

Shared Folder Choose this option to back up to a cloud repository managed by Veeam Cloud Connect service provider.
Schedule
Summary
< Previous Next > Einish Cancel
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-Shared Folder : Entrez le chemin d'acces UNC de votre dossier partageé (ex:
\172.17.2.3\Sauvegardes). Vous pouvez également configurer ici la durée de rétention
(ex: 7 jours). Cliquez sur Next pour poursuivre jusqu'au résumeé et terminer la
configuration.

Edit Agent Backup Job job pc admin X

Shared Folder
[% _ Specify a shared folder to backup to, and account to connect to a shared folder with.

Job Mode Shared folder:
2.3\Sauvegardes|
Name Use \\server\folder format
Computers [C) This share requires access credentials:
Add
Backup Mode R =
Destination Keep backups for. 7 < days (excluding days with no backup)
_ [C) Keep certain full backups longer for archival purposes

Schedule
Summary

Advanced job settings include backup mode, compression and deduplication, Edanied

block size, notification settings, automated post-job activity and other settings. =

< Previous Next > Einish Cancel

-Schedule : Configurez la planification de la sauvegarde si nécessaire, puis cliquez sur
Apply.

Edit Agent Backup Job job pc admin X

Schedule
Specify the scheduling options to distribute to backup agents on hosts under this policy.

V]

Job Mode Periodically
We will wake your computers from sleep to take a backup unless the connected standby power model is
Name enabled. Normally, this model is only enabled on mobile devices, such as tablets.
(O Daily at 22:00 v | Everyday
Computers
Skip backup
Backup Mode
Keep running
Destination At the following events
Shared Folder O tock
O Logoff
[ ——"
Summary

hours

< Previous Apply Einish Cancel
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-Summary : Vérifiez le résumé de la tache et cliquez sur Finish.

Edit Agent Backup Job job pc admin X
Summary
13 The job's settings have been saved successfully. Click Finish to exit the wizard.
Job Mode Summary:
IConfiguration has been successfully saved.
Name I Name: job pc admin

Description: Created by .\Administrateur at 30/03/2026 16:08,
Type: workstation

Mode: managed by agent

Protected computers:

Backup Mode pc admin

Backup mode: entire computer

Destination: shared folder

Target storage: \\172.17.2.3\Sauvegardes

Retention policy: 7 days

Backup is not scheduled to run automatically

Computers

Destination
Shared Folder
Schedule

Summary

< Previous Einish Cancel

|X. Plan de Reprise d'Activité

Ce plan définit les priorités et les étapes a suivre en cas de perte de données ou de
panne majeure sur l'infrastructure.

1. Objectifs de restauration (RTO / RPO)
e RPO: 24 heures

e RTO : 4 heures.

2. Ordre de priorité de restauration En cas de sinistre total, les serveurs doivent étre
restaurés et redémarrés dans cet ordre précis pour respecter les dépendances réseau :

1. Controleurs de Domaine : Indispensable pour l'authentification. (AD01, AD02 et
ADO3

2. Serveurs de Bases de données : Nécessaires pour le bon fonctionnement des
logiciels. (Glpi01)
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3. Serveurs Applicatifs / Métiers : Outils de production des utilisateurs. (Zabbix01
et VeeamO01)

4. Serveurs de Fichiers / Impressions : Documents partagés. (SRV-Fichier-O1et
SRV-Fichier-02)

3. Procédure d'urgence

e Alerte : En cas de suspicion d'attaque, déconnecter physiquement les serveurs
du réseau et le laisser allumer.

e Contact: Prévenirimmédiatement un responsable informatique.
e Action:

o Pourun fichier supprimé : Utiliser la restauration "Guest Files" (voir
section VI.A).

o Pourun serveur totalement hors service : Utiliser le support bootable ISO
(Recovery Media) et la derniére sauvegarde compléte (Entire Computer).

4. Tests et validations

¢ Une vérification des logs de sauvegarde Veeam doit étre effectuée
quotidiennement.

e Un test de restauration complet doit étre planifié et exécuté au minimum tous les
6 mois pour valider l'intégrité des données sauvegardées.
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